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GNSS: A CRITICAL NAVIGATION TOOL

e GNSS (GPS, GLONASS, Galileo, BeiDou) are fundamental for
modern positioning, navigation, and timing.

e Ships increasingly rely on GNSS for safe and efficient
operations.

e Understanding GNSS vulnerabilities, particularly jamming, is
crucial for seafarers.




THE GROWING RISK OF GNSS JAMMING

e GNSS signals are susceptible to both
unintentional interference and intentional
Jamming.

e Jamming devices can overpower faint satellite
signals, disrupting navigation. o5
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e Seafarers need to be aware of how jamming
occurs and how to detect it.




TYPES OF JAMMING TECHNIQUES:
BROADBAND & CONTINUOUS WAVE

e Broadband Noise Jamming
e Jammer emits high noise across a wide GNSS frequency
range.
e |[nterrupts receiver's ability to track signals.
e Can affect multiple constellations simultaneously.

e Continuous Wave (CW) Interference
e|nterference sent as a narrow CW tone on or near GNSS
carrier frequency.
ePrevents receivers from correlating signals.
ePower-efficient; can impact receivers at long range.




TYPES OF JAMMING TECHNIQUES:
SWEPT-TONE & PULSED

e Swept-tone or chirp jamming
e Moves a narrow signal back and forth across GNSS bands.
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e Pulsed jamming
e Transmits short bursts of noise or tones.
e Can decrease receiver's ability to lock or generate reliable
data.

e Pulses synchronised with acquisition windows are
disruptive.



MARITIME NAVIGATION DISRUPTOR
TYPES

e Personal Privacy Jammers (PPJs): Low-cost devices used to
conceal vehicle location, impacting ship's GNSS, ECDIS, AlS.

e Shipborne Jammers: More powerful devices used to conceal
illegal activities, interfering with other ships.

e Shore-Based Jammers: Placed near ports/coastlines, create
GNSS-denied zones, affecting maneuvering.




HOW TO TELL IF YOUR GNSS IS BEING JAMMED

e Loss of signal or position ('NO FIX' message).

e Inconsistent positioning (position jumps, unrealistic speed/course).
e Time sync problems (AlS, GMDSS, ECDIS errors).

e Multiple receivers affected simultaneously.

e Receiver interference alerts.

e Loss of Satellite-Based Augmentation System



AREAS PRONE TO GNSS JAMMING

e Near conflict zones (military activities).
eHigh-risk ports (Black Sea, eastern Mediterranean).
e Regions with smuggling or illegal fishing.

e Onboard sources (crew/passengers with PPJs).




GNSS JAMMING: AN ILLEGAL ACTIVITY

e Disrupting GNSS is illegal under international law.

e The International Telecommunication Union (ITU) bans
intentional radio interference.

e Most countries enforce severe penalties for owning or using
jammers.




SAFE NAVIGATION WITHOUT GNSS

e Maintain proficiency in traditional navigation techniques (e.g.,
celestial navigation, radar).

e Regularly practice using alternative navigation methods.

e Ensure ECDIS and other systems are up-to-date with the latest &
charts and software.

eFamiliarise yourself with equipment and procedures for other
types of electronic navigation aids.




STAY ALERT AND EXPECT THE UNEXPECTED

e GNSS jamming is a real and growing threat to maritime

safety. /\51\

e Understanding how jamming occurs and recognising the S
signs are crucial. KE E P
e Be prepared to use alternative navigation methods when CAL

GNSS i ilable.
is unavailable AND

e Report suspected jamming incidents to the appropriate CAR RY O N

authorities.



QUESTIONS AND ANSWERS
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